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   Abstract  

 

The wireless Ad-hoc network is one of the active and vibrant in the field of communication and network. Mobile Ad-hoc network 

[MANET] is one of the field of wireless networks that provides the research and development of the wireless networks in various 

applications. The 2-way routing protocol is being implemented for the detection of black hole attack in MANET that has same 

data packet to be transmitted from source to the destination as a replication via two protocols such as AODV (Ad-hoc on-demand 

routing) protocol and DSR (destination sequence routing) protocol. The problem defined in this paper is the black hole attack that 

deprives the normal transmission of data packets from source to destination by introducing the malicious node that drops or discards 

the packet without being transmitted to the destination thus causing the loss of the packet, end to end delay and reduction in the 

packet delivery ratio. The solution to the above problem is the usage of the 2-way routing protocol that assures the effective 

outcome of detecting the malicious nodes by traversing the packet across another destined route. The solution comprising the 2-

way routing protocol is comparatively effective than the existing mechanisms in a way that it detects the route of the malicious 

node and traverses the packet via another route using different protocol simultaneously. 
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I. INTRODUCTION 

The MANET is autonomous and decentralized network i.e. there is no communication with the base station. The MANET consists 

of the wireless nodes that communicate within or outside the network using the routing protocols such as distance vector routing 

(DSR), ad hoc On-Demand distance vector (AODV) protocol. Due to its dynamic topology and no fixed infrastructure, MANET 

is prone to various security attacks. One among those attacks is the black hole attack. The advantage of using AODV protocol is 

that it reduces the number of stale routes and also it reduces the route maintenance. AODV utilizes routing tables for recording the 

unicast routes and multicast routes. The DSR is a routing protocol used in wireless mesh networks (i.e.) in cellular phones, laptops 

etc. The major difference between AODV and DSR is that DSR relies on the source routing instead of the routing tables. OMNeT++ 

is a modular, extensible and component based C++ simulation library and is a framework for developing the network simulators. 

OMNet++ runs on various platforms such as Linux, Windows, Mac OS X and other UNIX systems. OMNet++ provides Eclipse- 

IDE that enables a graphical run-time environment.  In this paper, we propose an algorithm to detect a chain of co-operative 

malicious nodes in MANET that disrupts the transmission of data and eliminate those malicious nodes using 2-way routing protocol 

mechanism. The general applications of MANET include the military sectors, commercial sector, data networks, sensor networks 

and other low level networks. 

A. Prospective Approach 

Previously, there were several approaches which were used to detect and prevent the black hole attack in MANET. [1]Some of 

those approaches were route reply method, clustering approach, encryption approach, polynomial algorithm, heuristic algorithms 

and true link approach. 

Detection and prevention of black hole attack enables us to assess the flow of packets irrespective of the black hole detection, 

which is different from the previously used black hole attack detection approaches. 

This approach has several unique characteristics that pose significant advantages over existing black hole detection and prevention 

systems. 

1) The simulator communicates wirelessly with a host nodes using the AODV and DSR protocols, which carries out the packet 

transmission without any end-to-end delay. 

2) It uses OMNet++ simulator with INET and INETMANET Framework embedded in it which is a free ware and therefore is 

cost efficient. 
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B. Routing Protocols 

1) Dynamic Source Routing 

Dynamic source routing protocol is a routing protocol designed specifically in use for mobile-ad hoc networks. It’s an on-demand 

protocol designed to restrict the bandwidth consumed by control packets in ad hoc wireless networks by eliminating the periodic 

table-update messages required in the table-driven approach. The major difference between this and the other on-demand routing 

protocol is that it is beacon-less and hence doesn’t   require periodic Hello messages transmissions, which are used by a node to 

inform its neighbours of its presence. The basic approach of this protocol   Is to establish a route by flooding Route Request and 

Route Reply packets in a network. 

2) Ad Hoc On-demand Distance Vector 

The Ad hoc on-Demand Distance Vector routing protocol is a reactive protocol intended for use by mobile nodes in an Ad hoc 

network. It offers quick adaptation to dynamic link conditions, low processing and memory overhead, low network utilization and 

determines unicast routes to destination within the ad hoc network. The AODV algorithm   enables   dynamic, self-starting, multi-

hop routing between all the Mobile nodes to obtain the shortest route to the destination. 

C. Overview of Black Hole Attack 

Black hole node located as an intermediate node between the source and the destination sends fake request and reply message to 

the source and the destination and drops the packets sent from source to destination. This therefore decreases the Performance, 

Throughput and Packet Delivery Ratio and increases the end-to-end delay in the transmission of packets. 

 
Fig. 1: Black hole attack 

II. LITERATURE SURVEY 

In this paper, the author SHALINI suggested that: Instead of sending the entire data it has been sent in small sized blocks. The 

flow of message is monitored independently. When we constantly check the transmission of the two blocks, we can detect the 

malicious node and remove it. 

KAMATCHI suggested that: she found   a solution for the prevention of black hole attack using route reply method. Using 

this method, the node which has the largest sequence number is considered as the black hole attack, and the information sent to the 

destination is dropped. The original packet is divided into some bytes of shares and the copy of shares are taken and forwarded 

towards multiple random routes. All the packets will be reconstructed under reconstruction phase. 

VIPAN suggested that: he proposed a solution for modifying the work of the source node. When the node receives a 

Route Request (RREQ) from the neighbouring nodes, it sets a waiting time and then the current time is added. The destination is 

stored with the sequence number along with its id then it is compared with the source sequence number, when it is found to be 

more differences between the source sequence number and the destination sequence number, it is finalized as a malicious node. 

The node entry will be removed from the Route Request (RREQ) table. 

MURTUZA suggested that: there are three different algorithms namely polynomial algorithm and two heuristic based 

algorithms to improve the quality of localization and to secure distance based localization in the presence of cheating beacon nodes. 
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SANJAY suggested that:  a technique has been identified with multiple black holes acting in group and he proposed a 

solution to discover a safe route avoiding co-operative black hole attack. 

III. OBJECTIVE 

The project focuses on the detection and prevention of Black hole attack in MANET which is implemented with the best algorithm- 

two-way routing algorithm. This algorithm is used to perform both the operations of detection and prevention the black hole attack 

simultaneously. 

The goal of the system is to leverage the Performance, Throughput and reduce the end-to –end delay. 

IV. SCOPE 

[2]The proposed system however mitigates the problem of high end-to-end delay and low performance and throughput as it relies 

only on the two-way routing algorithm used in the detection and prevention of black hole attack in MANET. 

V. PROPOSED SYSTEM 

We propose a system using the OMNet++ Simulator in detecting and preventing the black hole attack in MANET with the help of 

DSR and AODV protocols. For this, [3] we are using the concept of two-way routing algorithm. Firstly, a RREQ (Route Request) 

packet is sent to the destination via two different routes using two different protocols namely AODV and DSR protocols 

simultaneously. If the packet sent via the AODV routing protocol undergoes a black hole attack, the packet is dropped. But the 

packet reaches the destination via the DSR protocol in parallel. Through this, we achieve low end-to-end delay. Thus, attaining 

high performance and throughput. 

VI. SYSTEM REQUIREMENTS 

A. Hardware Requirements 

An I3 1.3 Intel quad-core processor is used which is a chip with four separate cores that read and execute CPU instructions such 

as add, move data and branch. Within the chip, each core operates in conjunction with other circuits such as cache, memory 

management, and input/output ports. A 1.3 GHZ quad-core CPU will have each CPU running at 1.3GHZ. 

A 12GB RAM is also used which is a form of computer data storage which stores the instructions of the frequently used 

programs to increase the speed of a system and allows data items to be read or written in almost the same amount of time 

irrespective of the physical location of data inside the memory. 

B. Software Requirements 

1) OMNet++ Simulator 

OMNet++ is an extensible, modular, component-based   C++ simulation library and Framework which is not a simulator itself but 

its primarily for building the network simulators that includes for both wired as well as wireless networks. OMNet++   enables an 

Eclipse-based   IDE, a graphical runtime environment, and a host of other tools. OMNet++ provides component architecture for 

models.  Components are programmed in C++. Then, the components (modules) are assembled into larger components and models 

using a high level language NED [Network Description] language which describes the simulation concepts and their 

implementation in OMNet++.  The models can be reused at free of cost. OMNet++ also has extensive GUI support, and due to its 

modular architecture, the simulation kernel can be embedded into various applications. 

2) Windows 10 OS 

Windows 10 operating system harmonizes the user experience and functionality between different classes of devices. Windows 10 

incorporates multi-factor authentication technology based upon standards developed by the FIDO Alliance. It includes improved 

support for biometric authentication through the windows hello and passport platforms. The passport platform allows networks, 

software and websites to authenticate users using either a PIN or biometric login to verify their identity, without sending a 

password. 

3) INET Framework 

INET is a simulation model suite for TCP/IP  and Internet-related protocols for OMNET++.It includes IPV4 ,IPV6, TCP, SCTP, 

UDP protocol implementations ,several application models, link layer models such as PPP(point-to-point protocol), Ethernet, 

802.11 and it supports both wireless  and mobile simulations. Adding of protocols   into INET can be easily done.  It creates sub-

directory for new protocol in corresponding OSI Layer (ex.new routing protocol should be placed in INET/network subdirectory) 

and also extends the makeFiles to include new protocols into the build. 
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4) INETMANET Framework 

INETMANET is totally based on INET Framework and provides the same functionality as that of the INET Framework. In 

addition, it contains protocols and components that are useful while designing wireless communication. Some of its Mobile routing 

protocols are OLSR, DSR, DSDV, DYMO and AODV. Some of the Mobility models include NS2 mobility, Restricted const speed 

mobility (define a sub area and it restricts the mobility of the node to this sub-area), Restricted linear mobility (define a sub area 

and it restricts the mobility of the node to this sub-area), Chiang mobility, Gauss Markov mobility and TraCI mobility and 

Application models such as DHCP. Some of the Link Layer protocols include 802.11, 802.15.4, 802.16e (Wimax) and rstp. 

VII. SYSTEM DESIGN 

System Design involves identification of classes their relationship as well as their collaboration. In objector, classes are divided 

into entity classes and control classes. The Computer Aided Software Engineering (CASE) tools take advantage of Meta modelling 

that is helpful only after the construction of the class diagram. The analyst creates the user case diagram. The designer creates the 

class diagram.  

But the designer can do this only after the analyst creates the use case diagram. Once the design is over, it is essential to 

decide which software is suitable for the application. 

VIII. ALGORITHM 

Step 1: Suppose S is a source and D is destination and S wants to send data to D. 

Step 2: When S wants to send data to D then it will send RREQ (Route Request) to D via two different routes using two different 

protocols (AODV and DSR).  

Step 3: RTRPLYN (Route Reply Node) is the intermediate node between source and destination. If the RTRPLYN is a malicious 

node, it will drop the packet. 

Step 4: Steps 1-3 also occurs in the packet transmission process via a different route using DSR protocol. 

Step 5: After receiving the Acknowledgement (ACK) from the destination via RTRPLYN, S transmits the packet via the route 

involving DSR protocol. 

Step 6: When the packet reaches D, ACK packet will be sent to S. 

IX. FLOWCHART DIAGRAM 

Flowcharts are used in designing and documenting complex processes or programs. [5]Like other types of diagrams, they help 

visualize thereby help the people to understand a process, and perhaps also find flaws, bottlenecks, and other less-obvious features 

within it. 

Flow chart for Detection and Prevention of Black Hole attack module is given below 

 
Fig. 2: Detection and Prevention of Black Hole attack Module 
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X. IMPLEMENTATION 

Implementation is the stage of the project when the theoretical design is turned out into a working system. 

A. Modules Description 

1) [7]Black Hole attack Detection Module 

2) [8]Black Hole attack Prevention Module 

B. Modules Implementation 

1) Two-Way Routing Protocol 

The source node, S sends a RREQ (Route Request) to the destination node, D simultaneously in two different routes. Here, the 

two different protocols used are Ad-hoc On Demand Distance Vector (AODV) protocol for one route and Dynamic Source Routing 

(DSR) protocol for another route for the transmission of RREQs from S to D. Both the protocols carry the same RREQ but through 

different routes.  [6]In our simulation, S transmits the RREQ to D using AODV protocol through an intermediate node. This 

intermediate node is assumed to be affected by the black hole attack which tends to drop the RREQ sent from S without even 

delivering it to D. Simultaneously, the RREQ is being delivered from S to D using DSR protocol via another intermediate node. 

This intermediate node is free from black hole attack and thus transmits the RREQ from S to D via Intermediate node through 

another route. 

 
Fig. 3: After applying 2-way routing protocol algorithm 

a) Black Hole Attack Detection Module 

 
Fig. 4.1: Ping RREQ 
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Fig. 4.2: Packet Forward 

 
Fig. 4.3: Packet forward from another host node 

 
Fig. 4.4: Black Hole Node Detected 
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XI. CONCLUSION 

The performance of AODV gets affected by black hole attack. It reduces the packet delivery ratio and throughput to zero and 

[9]hence two-way routing protocol mechanism is followed using AODV and DSR protocols which give better results eliminating 

black hole attack. Packet delivery ratio and throughput increases and end-to-end delay is decreased. 

XII. FUTURE ENHANCEMENTS 

We are currently using 2-way routing protocol algorithm to detect and prevent the black hole attack in MANET. [10]The same 

work can be carried out by using the clustering algorithm which first clusters the malicious and the non-malicious nodes separately 

and records the routes towards the malicious nodes in the DRI table and then with help of 2-way routing protocol algorithm the 

black hole detection and prevention can be implemented in an effective manner with better throughput compared to the former 

algorithm. The major advantage is that it reduces the end-to-end delay and the packet delivery ratio is drastically increased. 
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