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   Abstract  

 

Cloud Computing, an Internet-based computing being ubiquitous in nature has spread its capability to various sectors. The cloud 

service due to its immense computing power, nominal cost of services, high performance, scalability, accessibility as well as 

availability is highly desirable.  Infrastructure as a service (IaaS) is one of the most basic yet widely adopted cloud service model. 

It provides infrastructure such as physical computing resources, location, data partitioning, scaling, security and backup from large 

pools of equipment and is widely accepted and used.  Health industry, being one of the largest and fastest growing industries is the 

primary consumer of recent technology and makes maximum use of Cloud service. Health organizations hold records of many 

patients and all these records are to be stored accurately and efficiently. The most common way of execution is that all these records 

of patients are sent to a third-party computer organization to be stored in a cloud.  This method does not exhibit data confidentiality 

and even poses a threat to data integrity. Our paper proposes the ability of Health organizations to hide data using steganography, 

encrypt the hidden health records data of patients using cryptographic algorithms in a secure manner and then store these records 

in cloud to access them at ease with agreeable performance. 
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I. INTRODUCTION 

Cloud computing [1] is a system where shared processing resources are allocated to users on demand. The computing models are 

deployed as public, private and hybrid in order to suit the requirements of the client. The computing resources that are involved 

are provided with minimal management cost. The major property is that this system would allow data to be stored in private or 

third-party owned data centres where maintenance would be scrutinized by the provider. The capital spent of resources would be 

reduced and the core company would be able to take of its major functionality rather than maintenance of this infrastructure. Many 

users of a single client can use these resources and they are assured the same effectiveness. They also allow application to run with 

increased performance and speed even when the load increases. The major advantage of employing such a system is that it provides 

resource elasticity. When the organization demands fluctuate, the resources can be aptly provided and cater only to the required 

needs. The billing for service is done according the resources that were used precisely rather than ball parking the number of 

resources that were allocated. Cost-efficient system allows the customers to feel satisfied with paying only for the services that 

were actually utilized by them and it adds as a factor for customer retention. As service lays at the core of these computing models, 

they offer various standard service models like Platform as a service (PaaS), Software as a Service (SaaS) and Infrastructure as a 

service (IaaS) [2] to cater to the diverse requirements of the clients. The IaaS is to provide processing, storage, network and other 

computing resources. The client can control the usage of these elements but cannot deal with the maintenance of these resources.  

Steganography [3], a practice of concealing the actual data with another data is method to ensure the data is kept hidden 

and secure until it reaches the appropriate receiver. Generally, the display of encrypted records arouses curiosity with a large 

number of subjection to decrypt the data. With the data now hidden, it can be dealt with the recipient knowing there exists hidden 

data in the carrier. One of the simplest methods is to hide data in an image and this image acts as the carrier. The embedding of 

data may result in the image being lossless or lossy in nature. In order to provide less suspicion, the lossless embedding of data is 

adopted. In order to store large amount of data, the Bit Map Image (BMP) is adopted and data is stored using the efficient LSB 

algorithm. 

Encryption [4] is a technique of encoding messages is such a way that only based on the technique the message can be 

deciphered. The process involves the message retained as plain text which is acted upon using a standard cryptographic algorithm 

and a ciphered text is obtained. The altered text can achieve its true form only if the respective cryptographic algorithm can be 

used and a deciphered text is obtained. This method can be used to confuse the reader regarding the contents of the text and plays 

a major role in instilling it confidentiality. Many standard cryptographic algorithms are present to suit the need of the user by using 

symmetric or asymmetric encryption. The usage of these algorithms can result in the text being difficult to interpret even by an 

intruder until the actual technique is found. 
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II. RELATED WORK 

Data confidentiality and Data integrity are the important principles that are to be followed in the storage of patient’s records in a 

Health organization. In order to hide the data effectively, the principles followed in "Hiding Data in Images by Simple LSB 

Substitution" [5] are used. The data hiding scheme is given by the LSB substitution method. The paper proposes that the quality 

of the steganography image increases vastly due the low-computation. The method proposed in this shows significant improvement 

in the ability to hide data. “Evaluation of Various LSB Based Methods of Image Steganography on GIF File Format" [6] this paper 

proposes about the usage of LSB techniques with various image formats and how the quality is directly affected. The statement of 

using BMP for not affecting the quality of the steganography image is proposed. The usage of 800x600 pixels to store the hidden 

data creates an impact as the original image does not vary much from the Steganography image. "Current Status And Key Issues 

In Image Steganography: A Survey"[7] proposes the various measure by which the image quality is measured. "Dynamic Access 

Policy In Cloud-Based Personal Health Record (PHR) Systems"[8] proposes the idea the data hiding techniques using LSB could 

be implemented to patient records available at the health organization. The hidden data in records could be stored in cloud for 

efficient storage and access. [9] Peddi, Sri Vijay Bharat et al. "An Intelligent Cloud-Based Data Processing Broker for Mobile E-

Health Multimedia Applications". Future Generation Computer Systems 66 (2017): 71-86. Web. Proposes on how the cloud for 

the health organization should be selected and how the broker system should provide cloud instances to all the client who requests 

for access. 

The method proposed by our paper involves the combination of the techniques. The patient records in Health organizations 

are taken and the data in records are hidden using LSB technique. This record is then further stored in cloud to avoid the 

depreciation of performance in the workstations at the health organizations. The efficiency of the cloud storage is also maintained 

by using the cloud-broker system. The proposed system also ensures that the data integrity and confidentiality is maintained. 

III. OUR CONTRIBUTION 

The challenges face by Steganography and Cryptography as an individual concept respectively is overcome by combining the 

benefits of both these techniques. The usage of Steganography and cryptographic algorithms together in order to maintain data 

integrity can result in a highly secure data. The current implementation involves the Health organizations outsourcing the patient’s 

health records to Health organization to store them effectively in cloud and completely being oblivious to the security of these 

critical data. Our implementation involves the collection of these data, embedding these critical data into an image using the 

characteristics of Steganography, encrypt this embedded image to provide double security of these patient’s records and then store 

these secure data in cloud. This technique proposes that even if the cloud security is breached there exists no possibility of the data 

being retrieved to its original form therefore promising to provide data security. 

IV. PRELIMINARIES 

A. LSB Substitution Technique 

The Least Significant Bit Substitution [5] technique is one of the simplest method of implementing steganography. It employs the 

usage of Logical AND and OR operations to substitute the bits. 

1) Bit Operations 

There are simple operations which most computer users have either heard of, or even used 

a) AND 

The AND(&) bit operator, will AND 2 bytes together. The same rules apply as when using true and false values, where 1 = true, 

and 0 = false. If both bytes have a 1 in the same position, then the result for that position is a 1, otherwise the result is a 0. 

Example:  

01001000= 72 

01100001 = 97 

____________ 

01000000  

b) OR 

The OR(|) bit operator, will OR 2 bytes together. The same rules as with AND where 1 = true, and 0 = false, only when using 

OR, as long as one of the bits in the position is a 1, then the result is a 1. Only if both bits are 0, is the result a 0. 

Example: 

01010111 = 87 

01100101 = 101 

________________ 

01110111 
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c) LSB Substitution 

The Least Significant Bit substitution involves the usage of Bytes where change is reflected in the last bit of the byte. This last bit 

being altered does not involve large computations nor bring a significant change in the image. 

Example: 

11001011 11001010 

1000111110001110 

The most effect format of image that can be used in the LSB technique is the Bit Map Image (BMP). The usage of the 

BMP allows the utilization of (800x600) pixels [6]. Each pixel comprises of the primary colours Red, Green, Blue components. 

ering the Last significant bit value will provide 1 bit change in each 

of these component. Thus, each pixel would result in having 3 bit altered. 

The usage of BMP allows creating a lossless compression where even when the LSB is altered the quality of the image is 

not deterred to large extent for the attacker to know that there exists hidden information. 

B. DES Algorithm 

This system is a block cipher system which transforms 64-bit data blocks under a 56-bit secret key, by means of permutation and 

substitution. 

1) Firstly, we need to process the key 

A 64-bit key is retrieved from the user. (Every 8th bit is considered a parity bit. For a key           to have correct parity, each byte 

should contain an odd number of "1" bits.) 

Calculate the key schedule. 

Permutation is executed on the 64-bit key. (The parity bits are discarded, reducing the key to 56 bits. Bit 1 of the permuted block 

is bit 57 of the original key, bit 2 is bit 49, and so on with bit 

56 being bit 4 of the original key.) 

The permuted key is split into two halves. The first 28 bits are called C [0] and the last 28 bits are called D[0]. 

16 sub keys are calculated. Start with i = 1. 

Perform one or two circular left shifts on both C[i-1] and D[i-1] to get C[i] and D[i], respectively. 

Permute the concatenation C[i]D[i] as indicated below. This will yield K[i], which is 48 bits long.  

Loop back until K [16] has been calculated. 

2) Process a 64-bit Data Block 

Get a 64-bit data block. If the block is shorter than 64 bits, it should be padded as appropriate for the application. 

Perform the following permutation on the data block. 

Split the block into two halves. The first 32 bits are called L[0], and the last 32 bits are called R[0]. 

Apply the 16 subkeys to the data block. Start with i = 1. 

Expand the 32-bit R[i-1] into 48 bits according to the bit-selection function 

Exclusive-or E(R[i-1]) with K[i]. 

Break E(R[i-1]) xor K[i] into eight 6-bit blocks. Bits 1-6 are B[1], bits 7-12 are B[2], and so on with bits 43-48 being B[8]. 

Substitute the values found in the S-boxes for all B[j]. Start with j = 1. All values in the S-boxes should be considered 4 bits wide. 

Take the 1st and 6th bits of B[j] together as a 2-bit value (call it m) indicating the row in S[j] to look in for the substitution. 

Take the 2nd through 5th bits of B[j] together as a 4-bit value (call it n) indicating the column in S[j] to find the substitution. 

Replace B[j] with S[j][m][n]. 

Loop back to 2.4.4.1 until all 8 blocks have been replaced. 

Permute the concatenation of B[1] through B[8] 

Exclusive-or the resulting value with L[i-1]. Thus, all together, your R[i] = L[i-1] xor P(S[1](B[1])...S[8](B[8])), where B[j] is a 

6-bit block of E(R[i-1]) xor K[i]. (The function for R[i] is written as, R[i] = L[i-1] xor f(R[i-1], K[i]).) 

L[i] = R[i-1]. 

Loop back until K[16] has been applied. 

Perform the following permutation on the block R[16]L[16]. 

This has been a description of how to use the DES algorithm to encrypt one 64-bit block. To decrypt, use the same process, 

but just use the keys K[i] in reverse order. That is, instead of applying K[1] for the first  iteration, apply K[16], and then K[15] for 

the second, on down to K[1]. The DES algorithm can also be used to calculate checksums up to 64 bits long (see FIPS PUB 113). 

If the number of data bits to be check summed is not a multiple of 64, the last data block should be padded with zeros. If the data 

is ASCII data, the first bit of each byte should be set to 0. The data is then encrypted in CBC mode with IV = 0. The leftmost n 

bits (where 16 <= n <= 64, and n is a multiple of 8) of the final cipher text block are an n-bit checksum. 

C. Issues in Existing System 

When an image is displayed as a record there is a high possibility that it is subjected to brute-force methods to check if data is 

hidden in that image. This proposes as a major threat if sensitive records are applied with steganography principles and stored 

respectively. If there exists depreciation in the quality of the images that are stored as records, the intruder might become aware 
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that data is stored in the image. This way the image steganography technique does have strong limitations. Cloud computing also 

faces challenges like all technologies face. Companies are increasingly aware of the business value that cloud computing brings 

and are taking steps towards transition to the cloud. The main challenge to cloud computing is how it addresses the security and 

privacy concerns. These risks can be mitigated by using security applications, encrypted file systems, data loss software, and 

buying security hardware to track unusual behaviour across servers. Cloud computing services should have the capability to 

integrate smoothly with the on premise IT since there maybe users of various platforms accessing this storage. It also still lacks 

round-the-clock service; this results in frequent outages. It is important to monitor the service being provided using internal or 

third-party tools. It is vital to have plans to supervise usage, SLAs, performance, robustness, and business dependency of these 

services.  The challenges should not be considered as road blocks in the pursuit of cloud computing. 

V. SYSTEM MODEL 

 
Fig. 1: Overview of system model 

The System model proposes that the health records of patients are collected and stored in the database. These records that are stored 

are accessed by the cloud admin of the Health organization and they are worked with to achieve security of data. This security 

principle is achieved by using the principle of Steganography where the sensitive data is embedded inan image and this image acts 

as a carrier and is sent. The embedded image is then acted with cryptographic algorithms to enhance the security principle and the 

embedded image is then stored in the Cloud. The cloud that is specifically used by the Health organizations consists of many health 

records and these are acted upon with correct technique to obtain the necessary information. 

VI. PROPOSED WORK    

A. Collection and Segregation of Health Records 

A Health organization holds the details of many patients. Most of these records have been collected in paper format. It is during 

recent times that records are being digitized. These digitized data if held as physical entities on the workstation may occupy large 

space and may result in degradation of performance. Thus, the records are worked on to be stored in Cloud. For transferring the 

health records to a cloud, the health organization usually lends all these health records to them to store these in a Cloud service 

which is privately owned by the Health organization. Due to the Security issues that may arise by using this method, the method 

proposed in this sector is done so to enhance the security of data. Each patient health record is split to achieve the segregation of 
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General information of the patient and Sensitive information of the patient individually [7]. On differentiation the data, they are 

worked upon separately. 

 
Fig. 2: The preservation of quality in original and hidden image 

B. Incorporating Security in Data 

The segregated data would involve being treated with security principles. Initially, the sensitive information is embedded in an 

image using the Steganography principle [8]. The image used is of BMP format; hence, large amount of data can be stored in these 

images without a major deterioration in the quality of the image. Thus, by using LSB substitution, the BMP is worked with to store 

sensitive information onto the image. The embedded image is then further sent to enhance the security principle. Cryptographic 

are then applied on these embedded images to increase the security of these sensitive data. The embedded image is then acted upon 

a symmetric cryptographic algorithm, Data Encryption Standard (DES). On applying DES, the stenographic image is hidden and 

it is difficult for any attack to understand the series of principles that are involved with the data. 

 
Fig. 3: The hidden image is encrypted 
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Fig. 4: The file if opened by an intruder 

C. Storage of Files in Cloud 

The cloud service is purchased according to the needs of the health organization. The IaaS [9] involves the purchase of hybrid 

cloud as storage in Health organizations. The secure files which consist of the original data being embedded in an image and this 

image being encrypted is obtained as input. A combination of the General information and this sensitive information that is made 

secure is combined and stored and into a simple portal of the corresponding patient. This technique in reference with the current 

methodology can involve in the sensitive information made secure and this information along with the general information is 

combined and sent to the third-party computer organization for this data to be store in cloud. By implementing this method, data 

confidentiality is achieved and the security of the data does not exist in jeopardy. 

D. Retrieval of the original Information 

The cloud stores the individual Health records of multiple patients. These records are stored as a combination of general 

information of a patient along with the sensitive information of the patient enhanced with the security parameter. If the Doctor 

working in that health organization would have to retrieve the file from the cloud, there exists two components. The general 

information can be bluntly read but the sensitive information should be acted upon to attain the actual information. The sensitive 

information is then decrypted using DES algorithm to attain the embedded image. The embedded image is then worked with the 

LSB substation retrieval methods to obtain the BMP image and the sensitive image as separate entities. The sensitive information 

that is obtained along with the general information that is obtained is combined and analysed by the doctor to treat the patient 

accordingly. 

VII. LIMITATIONS 

The usage of BMP image format overcomes the challenges of vast quality changes in the original and the steganography image 

thus not subjecting the record to risk. Using DES and encryption of the embedded image gives increased security as data cannot 

be retrieved if proper technique is not known. Thus the proposed system is said to be highly secure and the sensitive information 

cannot be read by any intruder. The major limitation for the health organization will be the purchase of huge private cloud to store 

all these patients’ records. The existence of large patient’s records will cost the health organization a huge investment and the 

purchase of private cloud cannot be compromised. 

VIII. RESULT AND CONCLUSION 

On implementing the proposed work, the The Health Insurance Portability and Accountability Act of 1996 (HIPAA)[11] Privacy, 

Security, and Breach Notification Rules which are the main Federal laws that protect your health information are followed and 

maintained.  Thus data integrity and data confidentiality is maintained at all instances. The data is made highly secure by the health 

organization before it is passed to third-party computer organization and it is made secure in the Cloud service. This system may 

have promising attributes of storing data of many patients effectively, high-end security and easy to access system but the response 

time may involve delay as the file which is securely stored would have to be processed with certain methodologies before the 

actual data is obtained. Though the response time may directly affect the performance of the entire system, the promising security 

provided by the system can compensate for the defect in that parameter. 
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