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   Abstract  

 

In today's period of the invasive figuring, the Internet has turned into the principle method of information correspondence. In such 

a situation, giving security to information turns into a mind boggling assignment. In Elliptic bend cryptography (ECC) is a 

developing most loved in light of the fact that requires less computational force, correspondence data transmission, and memory 

when contrasted with different cryptosystems In this paper we introduce Elliptic bend cryptography and Diffie–Hellman key 

understanding, itself is a mysterious (non-confirmed) key-assertion convention, it gives the premise to an assortment of verified 

conventions, and is utilized to give forward mystery to web programs application utilizing HTTPS. In its mainstream organization 

on the internet, provides confirmation of the site and related web server that one is corresponding with, which secures against Man-

in-the-center assaults. Also, it gives bidirectional encryption of interchanges between a customer and server, which ensures against 

listening stealthily and messing with and/or manufacturing the substance of the correspondence and for better security we will 

apply mark and confirmation calculation for ECC and for verification we have performed digital signature algorithm for better 

assessment of security approach. 
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I. INTRODUCTION 

The Elliptic curve cryptography (ECC) an emerging favorite, because it requires less computational power, communication 

bandwidth, and memory. When compared to other cryptosystems. In this paper we present Elliptic curve cryptography and Diffie–

Hellman key agreement protocol, it provides the basis for a variety of authenticated protocols, and is used to provide forward 

secrecy for web browsers application using HTTPS. In its popular deployment on the internet, HTTPS provides authentication of 

the website and associated web server that one is communicating with, which protects against Man-in-the-middle attacks. 

Additionally, it provides bidirectional encryption, eavesdropping and tampering with and/or forging the contents of the 

communication. Elliptic Curve Cryptography (ECC) is emerging as an attractive public-key cryptosystem for mobile/wireless 

environments. Compared to traditional cryptosystems like RSA, ECC offers equivalent security with smaller key sizes, which 

results in faster computation lower power consumption, as well as memory and bandwidth savings. This is especially useful for 

mobile devices which are typically limited in terms of their CPU, power and network connectivity.  In this paper, we present a new 

secure password authenticated key agreement scheme for SIP-based service using self certified public keys (SCPKs) on elliptic 

curves. Due to using SCPKs on elliptic curve, the proposed scheme not only avoids the requirement of a large Public Key 

Infrastructure (PKI) but also achieve efficient performance in contrast to other public key cryptosystems. ” 

II. REVIEW OF PREVIOUS STUDIES 

According to survey of different research papers “Voice over Internet Protocol (VoIP) has received much attention and has become 

a real competitor to traditional Public Switched Telephone Networks (PSTNs) [1], where the Session Initial Protocol (SIP) is 

widely used as a signaling protocol based on HTTP like request/response exchange to establish multimedia sessions in both wire 

line and wireless world. 

“SIP has been chosen as the protocol for multimedia application in 3G mobile networks. The authentication mechanism 

proposed in SIP specification is HTTP digest based authentication [2], which allows malicious parties to impersonate other parties 

or to charge calls to others, furthermore, other security problems, such as off-line password guessing attacks and server spoofing, 

are also needed to be solved.” 
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“ Cryptography  is  the  study  of  techniques  for  ensuring  the  secrecy  and  authentication  of  the  information. Public  

–key  encryption  schemes  are  secure  only  if  the  authenticity  of  the  public-key  is  assured.  Elliptic curve  arithmetic  can  be  

used  to  develop  a  variety  of  elliptic  curve  cryptographic  (ECC)  schemes including  key  exchange,  encryption  and  digital  

signature[3].  The principal attraction of elliptic curve cryptography compared to RSA is that it offers equal security for a smaller 

key-size, thereby reducing the processing overhead.  

 “ Cryptography  is  the  study  of  techniques  for  ensuring  the  secrecy  and  authentication  of  the  information. Public  

–key  encryption  schemes [4][2] are  secure  only  if  the  authenticity  of  the  public-key  is  assured.  Elliptic curve  arithmetic  

can  be  used  to  develop  a  variety  of  elliptic  curve  cryptographic  (ECC)  schemes including  key  exchange,  encryption  and  

digital  signature. 

 “The Elliptic curve Cryptography covers all relevant asymmetric cryptographic primitives like digital signature and key 

agreement algorithm. Recently Elliptic Curve Cryptography based on Binary Edwards Curves (BEC) [5] has been proposed and it 

shows several interesting properties, e.g., completeness and security against certain exceptional points attacks 

“Host Identity protocol (HIP) [6] gives cryptographically verifiable identities to hosts. These identities are based on Public Key 

Cryptography and consist of public and private key.  

“An efficient Three Party Authenticated Key Exchange Protocol Using Elliptic Curve Cryptography [7] for mobile 

commerce environments.  

“A novel approach for speeding up the computations of characteristic 2 elliptic curve cryptography [8][12]. Using a 

projective space such as the Lopez-Dahab space for representing point coordinates. 

A. Encryption and Decryption 

Cryptography is the science of using mathematics to encrypt and decrypt data. Cryptography enables you to store sensitive 

information or transmit it across insecure networks so that it cannot be read by anyone except the intended recipient. While 

cryptography is the science of securing data, cryptanalysis is the science of analyzing and breaking secure communication. 

Classical cryptanalysis involves an interesting combination of analytical reasoning, application of mathematical tools, pattern 

finding, patience, determination, and luck. Cryptanalysts are also called attackers. 

 
Fig. 1: Cryptography 

B. Conventional Cryptography 

In conventional cryptography, also called secret-key or symmetric-key encryption, one key is used both for encryption and 

decryption. The Data Encryption Standard (DES)[5][14] is an example of a conventional cryptosystem that is widely employed by 

the Federal Government. Figure 1-2 is an illustration of the conventional encryption process. 

 
Fig. 2: conventional cryptography 

C. Keys 

A key is a value that works with a cryptographic algorithm [3][15] to produce a specific cipher text. Keys are basically really big 

numbers. Key size is measured in bits; the number representing a 1024-bit key is darn huge. In public key cryptography, the bigger 

the key, the more secure the cipher text. However, public key size and conventional cryptography’s secret key size are totally 

unrelated. A conventional 80-bit key has the equivalent strength of a 1024-bit public key. A conventional 128-bit key is equivalent 

to a 3000-bit public key. 
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D. Digital Signatures 

A major benefit of public key cryptography is that it provides a method for employing digital signatures. Digital signatures enable 

the recipient of information to verify the authenticity of the information’s origin, and also verify that the information is intact. 

Thus, public key digital signatures provide authentication and data integrity. A digital signature also provides non-repudiation. 

 
Fig. 3: Digital Signatures 

III. ELLIPTIC CURVE CRYPTOGRAPHY 

Cryptography, the wide field of security issues in message transmission and storage, reaches back to at least the era of the Roman 

empire and was of general interest ever since. Until the late seventies, those systems could be classified as what we call private 

key systems, which have the most significant feature of the shared secret. 

A. Brief Algebraic Background 

Over the past 30 years, public key cryptography has become a mainstay for secure communications over the Internet and throughout 

many other forms of communications. It provides the foundation for both key management and digital signatures. In key 

management, public key cryptography is used to distribute the secret keys used in other cryptographic algorithms. For digital 

signatures, public key cryptography is used to authenticate the origin of data and protect the integrity of that data. For the past 20 

years, Internet communications have been secured by the first generation of public key cryptographic algorithms developed in the 

mid-1970. Notably, they form the basis for key management and authentication for IP encryption (IKE/IPSEC), web traffic 

(SSL/TLS) and secure electronic mail [5] [11]. 

B. Basic Concept for Elliptic Curve Cryptography 

We now recall a few facts about elliptic curves before illustrating the application to public key cryptography.  Given an elliptic 

curve E and a field Fq, we consider the rational points E(Fq) of the form (x,y) where both x and y belong to Fq. We choose the 

point at infinity to be σ.  

1) Define the operation “+” on the set of rational points of E as follows. If P and Q are two rational points on E, then P+Q is 

given by the following rule. 

2) Define the operation “*” as follows * : Z× E(Fq) → E(Fq) and if P is some point in E(Fq), then we define n*P as 

P+P+P+…..+P, n times. Note that for integers j and k, j*(k*P) = (j*k)*P = k*(j*P).  

3) The set of rational points on E form an abelian group under the operation “+” with identity σ.  

4) Definition: The elliptic curve discrete logarithm problem (ECDLP) is to determine the integer k, given rational points P and 

Q on E, and given that k*P=Q. 

1) A particular rational base point P is published in a public domain for use with a particular elliptic curve E(Fq) also published 

in a public domain.  

2) Alice and Bob choose random integers kA and kB respectively, which they use as private keys.  

3) Alice computes kA*P, Bob computes kB*P and they exchange these values over an insecure network.  

4) Using the information they received from eachother and their private keys, both Alice and Bob compute (kA*kB)*P = 

kA*(kB*P) = kB*(kA*P). This value is then the shared secret that only Alice and Bob possess. Note that the difficulty of the 

ECDLP ensures that the private keys kA and kB and the shared secrety (kA*kB)*P are difficult to compute given kA*P and 

kB*P. Thus, Alice and Bob do not compromise their private keys or their shared secret in the exchange. 

IV. DIFFIE HELLMAN KEY EXCHANGE 

The Diffie-Hellman algorithm, introduced by Whitfield Diffie and Martin Hellman in 1976[12][10], was the first system to utilize 

“public-key” or “asymmetric” cryptographic keys. These systems overcome the difficulties of “private-key” or “symmetric” key 

systems because key management is much easier. In a symmetric key system, both sides of the communication must have identical 

keys. Securely exchanging those keys has always been an enormous issue. Today, it is typical practice to use a symmetric system 

to encrypt the data and an asymmetric system to encrypt the symmetric keys. 
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Fig. 4: Diffie-Hellman Key Exchange 

1) Alice and Bob choose private keys a and b respectively, where a and b are random integers.  

2) Alice computes xa, Bob computes xb and they exchange these values over an insecure network.  

3) On receiving the information from each other, both Alice and Bob compute the value xab using their private keys and the 

fact that xab = (xa)b = (xb). Now, both Alice and Bob share a secret, namely, the value xab. That is, Alice and Bob have 

exchanged a key, xab that can now be used in a conventional cryptosystem to encrypt any messages between Alice and 

Bob.  

4) If the message was intercepted, the eavesdropper, in order to decipher the message, has to obtain the value xab from x, xa 

and xb. This problem is called the Diffie-Hellman problem. One way to tackle this problem is to try to compute a from xa. 

This is known as the discrete logarithm problem. 

V. IMPROVED TECHNIQUES 

A. Improved Diffie-Hellman Key Exchange using Elliptic Curve (IDHECC) 

An elliptic curve E over the finite field Fp is given through an equation. 

Y2 = X3 + aX + b, a, b∈Fp, and − (4a3 + 27b2) ≠ 0 

They first fix a finite field Fq, an elliptic curve E defined over it and a base point B∈E (with high order). To generate a key, first 

Alice chooses a random a∈Fq (of high order) which she keeps secret. Next she calculates aB∈E which is public and sends it to 

Bob. Bob does the same steps, i.e. he chooses a random integer b (secret) and calculates bB which is sent to Alice. Their secret 

common key is then P = abB∈E. 

Definition:  An elliptic curve E over the field F is a smooth curve in the so called”long transform” 

Y2 + a1XY + a3Y = X3 + a2X2 + a4X + a6,  ai∈F 

We let E(F) denote the set of points (x, y)∈F2 that satisfy this equation, along with a ”point at infinity” denoted O. 

For generation a shared secret between A and B using ECDH, both have to agree up on EC domain parameters. Both end have a 

key pair consisting of a private key d and public key Q= d*G (G is the generator point). Let (dA,QA) be the private-public key pair 

of A and (dB,QB) be the private-public key of B. 

1) The end A Computes  KA= (XA, YA) = dA * QB 

2) The end B Computes  KB= (XB, YB) = dB * QA 

3) Since dA * QB = dAdB G= dBdA G = dB * QA . Therefore KA= KB and hence XA =XB 

4) Hence the shared secret is KA. 

Since it is practically impossible to find the private key dA or dB from the public key KA 

B. The Algorithm of Diffie–Hellman Key Exchange System 

1) Alice and Bob first choose a finite field Fp and an elliptic curve E defined over it (E(Fp)). 

2) They publicly choose a random base point B∈E. 

3) Alice chooses a secret random integer e. He then computes eB∈E. In addition, send it to Bob. 

4) Bob chooses a secret random integer d. She then computes dB∈E. And send it to Alice. 

5) Then eB and dB are public and e and d are secret. 

6) Alice computes the secret key edB = e(dB). 

7) Bob computes the secret key edB = d(eB). 

After these setups, Alice and Bob have the same point (only Alice and Bob know it). Then to start with (M1) and (M2), let us 

consider the following algorithms: 
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C. Algorithm of (M1) 

1) Alice and Bob Compute edB = S = (S1, S2). (Using Diffie – Hellman Scheme) 

2) Alice sends a message M∈E to Bob as follows: 

3) Compute (S1 * S2)modN = K. 

4) Compute K*M = C, and send C to Bob. 

5) Bob receives C and decrypts it as follows: 

6) Compute (S1 * S2)modN = K. 

7) Compute (K–1)modN.  

8) (where N = #E) 

9) K–1*C = K–1*K*M = M.   

D. Algorithm of (M2) 

1) Alice and Bob Compute edB = S = (S1, S2). 

2) (Using Diffie – Hellman Scheme) 

3) Alice sends a message M to Bob as follows: 

4) Compute (S1
S2) mod N = K. 

5) Compute K*M = C, and send C to Bob. 

6) Bob receives C and decrypts it as follows: 

7) Compute (S1
S2) mod N = K. 

8) Compute (K–1) mod N. 

9) K–1*C = K–1*K*M = M. 

We  describe the improvement of existing Elliptic  Curve using Digital  Signature and Verification Algorithms for an elliptic curve   

E defined over a field F = ttF (q). Here q is either a large prime or a large power of 2. Let r be a large prime divisor of the order of 

E and let tt ∈ E be a point of order r. Let s be the private key and W = stt the public key. Denote by f the message representative 

to be signed (the message or hash of message). 

E. Signature Algorithm 

1) Generate a random integer u ∈ [1, .., r − 1] and set V = utt. Write V = (xV, yV). 

2) Compute an integer c ≡ xV  (mod r). If c = 0 go back to step 1. 

3) Compute the integer d = u−1(f + sc)  (mod r). If d = 0 go back to step 1. 

4) Output the signature pair (c, d). 

F. Verification Algorithm 

1) If c or d is not in the range 1..r − 1 output invalid  and   stop. 

2) Compute integers h = d−1 (mod r), h1 = fh (mod r), and h2 = ch (mod r) 

3) Compute the elliptic curve point P = h1tt + h2W.  If P = O, output invalid and stop,   else P = (xP, yP) 

4) Compute an integer cr ≡ xP   (mod r) 

5) If cr = c output valid, else output invalid. 

G. System Test 

Let E be an elliptic curve define over Fp where p = 3023 with parameters a = 1, b = 2547 where (4a3+27 b2) mod p = 20270. And 

#E = 3083. Since #E is prime number then by theorem1, every point on E in base point, therefore let B = (2237, 2480). 

To apply this system test using (M1), at first we must apply 

Diffie-Hellman Exchanging key 

1) Alice chooses a secret random integer e = 2313. 

eB = 2313 (2237 , 2480) = (934 , 29) 

And send (934, 29) to Bob. 

2) Bob chooses a secret random integer d = 1236. 

dB =1236 (2237 , 2480) = (1713, 1709) 

And send (1713 , 1709) to Alice 

3) Alice computes the secret key e (dB) = 2313 (1713, 1709). 

edB = (2537 , 1632) = S 

4) Bob computes the secret key d (eB) =1236 (934, 29). 

deB = (2537 , 1632) = S 

Now, Alice and Bob have the same point S = (2537, 1632) If Alice send a message M = (2284, 2430) to Bob  

5) Compute (S1, S2)mod p = (2537 * 1632) mod 3083  = 2998  = K. 

6) Compute K*M = 2998 (2284, 2430)= (2179, 1833)=C, and send it to Bob. 

7) Bob receives C and decrypts it as follows: 

_ Compute (S1, S2)mod p = 2998 =K 

_ Compute (K–1) mod N = (2998)–1 mod 3083= 1342 
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_ K–1 C =1342 (2179, 1833)  = (2284, 2430) 

To apply this system test using the algorithm (M2), at first we must apply Diffie–Hellman Exchanging key. By the same procedure 

to solve Diffie – Hellman scheme we have obtained  

S = (2537, 1632) 

If Alice sends a message M = (2284, 2430) to Bob using (M2), he does the following: 

_ Compute (s1
S2) mod N = (25371632) mod 3083= 323=K. 

_ Compute K* M = 323 (2284, 2430) = (2555, 1066) =C, and send it to Bob. 

8) Bob receives C and decrypts it as follows: 

_ Compute (s1
S2) mod N = 323=K. 

_ Compute (K–1) mod N = (323)–1 mod 3083= 1594. 

_ K–1 C = 1594 (2555, 1066) = (2284, 2430) = M. 

1) This represent the first we have generated secret key using diffie Hellman key exchange algorithm and after that we have 

applied ECC algorithm and calculate the time for this process. 

 
Fig. 5: Elliptical Cryptography with Deffie Hellman Key Exchange for SaaS 

2) This indicates generating elliptic curve key pair and, signing and verification is done by using digital signature algorithm. 

 
Fig. 6: Generating Elliptic Curve Key Pair and, Signing and Verification 
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Fig. 7: Performance of RSA and Performance of DHECC 

EC multiply = Elliptic curve point multiplication, bit size denotes both curve prime size and scalar multiplier size. PC = Win7 64-

bit, Intel Core i5 M520 (2.4GHz)  

Browsers used: Google Chrome version 10.0.648.151Mozilla Firefox version 3.6.15, Microsoft Internet Explorer version 

8.0.7601.17514 

VI. CONCLUSION AND FUTURE WORK 

The Diffie–Hellman scheme is one of the exchanging key cryptosystem, no massages are involved in this scheme, and we try to 

benefit from this scheme by use the key as a secret key. We proposed two different methods to encrypt and decrypt the message. 

In the second method, we support the system more security of the first method, because the sender compute the exponentiation 

function between the coordinates of the key in the encryption algorithm  and the receiver compute the inverse of the exponentiation 

function between the coordinates of the key in the decryption algorithm. While in the first method, the sender compute the 

multiplication between the coordinates of the key in the encryption algorithm, and the receiver compute the multiplication between 

the coordinates of the key in the decryption algorithm. We can use our approach for forward secrecy in HTTPS protocol. 

Further  work  could  be  done  considering  more  implementation  issues  for  elliptic curve  cryptography. Further  work  

could  consider  the  use  of  prime  fields GF(p)  and  unified  hardware  architectures  for  finite  field  arithmetic. That  is, to  use  

a  single  arithmetic  unit  that  perform  arithmetic  for  both  fields.  
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